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Abstract of the contribution: This contribution proposes a solution for slicing security using UP security that terminates in the core network.
Discussion
This contribution discusses the issue of what is meant by isolation of slices when using a core network termination of UP security. It then goes onto propose a solution based on that discussion. 

There is a requirement to provide isolation of slices (see Key Issue #8.1). In order to isolate the user plane of a slice for other slice, In terms of achieving isolation, it is necessary to ensure that when these secure user plane tunnels terminate at different logical end points, then different keys are used to protect the user plane. This means that neither end point could possibly have access to the data in the slice.
Furthermore isolation should be considered from a step further back, in that slices are only as isolated from each other as the lowest node on the key hierarchy that holds a key that could be used to obtain the key that is being used to protect the user data. An example of this would be if the keys to protect the user data in the core network came from the MMF, then there would not be isolation of those slices from the MMF. Of course the isolation has to stop somewhere in the sense that the AUSF would always be able to masquerade as any entity towards the UE or as the UE towards any entity as it ultimately the entity that authenticates (or provide the information that enables authentication of) the UE. In terms of a serving network it is the SEAF that sits at the top and will have access to the all slices in that network. Keeping the SEAF can be kept separate from the MMF as it can then provide keys without a new authentication run for core network UP protection that are independent of any keys seen at an MMF and it is straight forward to isolate an MMF from network slices. 
Proposal 

It is proposed that the below pCR is approved from inclusion in TR 33.899.

Proposed pCR
**** FIRST CHANGE ****

5.8.4.Y
Solution #8.Y: UE access network and slices
5.8.4.Y.1
Introduction

This solution addresses some of the requirements addresses of key issues #8.1 and #8.2, e.g. the ability to isolate slice in terms of the security applied to a slice and to have different security policies per slice. 
5.8.4.Y.2
Solution overview

This solution provides a description of using user plane security that terminates in the core network to provide unique security to each slice so that from the user plane perspective the slices are isolated from each other. It also allows a different security policy to be applied to each slice. 

The solution achieves the isolation by using a SEAF (that is separate from other core network nodes) to separate keys to the MMF and for the end points of the user plane security.  Not allowing a separate SEAF means that a new authentication may be required when moving between MMFs that may or may not be allowed to be part of particular slices.

5.8.4.Y.3
Non-roaming case

Figure 5.8.4.Y.3-1 shows the flows for an NG-UE attaching to the network and establishing a service session that terminates with user plane security that terminates at a particular UP-GW. 
If the NG-UE subsequently initiates a steps 10 to 20 again but for a different slice, then the UE ends up with different keys and possible a different security policy. Hence the user planes data in each slice is isolated from that in the other slice.
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Figure 5.8.4.Y.3-1 Establishment of a slice that uses core network UP security
1 – 9. The NG-UE performs an attach procedure to the NextGen network. At the successful completion of the mutual authentication (at step 4), the AUSF provides the SEAF with KH-SEAF, from which other subsequent keys (e.g., NAS keys, AS keys) are derived. 

NOTE: The SEAF may be collocated with the AUSF.

10. The NG-UE sends a service session request message to the NextGen network to establish a service session in which the user plane (and the user plane security) terminates at the UP-GW. The request includes the UE identity that is associated with KSEAF in the SEAF and an indication of security termination at UP-GW. 

11. The MMF, upon receipt of the service session request from the NG-UE, determines the SMF that can establish a service session for the NG-UE.

12. The SMF determines whether the NG-UE is allowed to create the service session based on the NG-UE subscription profile.

13. The SMF sends a key request for the user plane security protection (i.e., KH-UP-GW) to the SEAF.

14-1 – 14.3. The SEAF, upon the receipt of the key request, checks whether it has a valid security context (KSEAF) for the NG-UE. If the SEAF does not have a valid KSEAF, the SEAF sends a key request to the AUSF. If the SEAF determines that a fresh authentication is required (e.g., due to the key expiry), the SEAF triggers the authentication by sending a key request with an indication of fresh authentication to the AUSF. The AUSF sends a KSEAF to the SEAF.

NOTE: if the SEAF already has a valid KSEAF obtained during the prior authentication, the steps 14-1 to 14-3 are skipped.

15. The SEAF derives a KUP-GW from the KSEAF and sends the KUP-GW to the SMF in the key response message.

Editor’s Note: Whether SM message protection is necessary in addition to NAS protection and how to protect SM messages are FFS.

16. The SMF sends a service session response message to the NG-UE via the MMF. The SMF may change the user plane security configuration at UP-GW for this session and inform the NG-UE of the configuration change in the service session response.

17. The NG-UE derives KUP-GW from KSEAF and starts protecting the user plane traffic for the service session based on the service session response from the H-SMF.

18. The NG-UE sends the service session complete message to the SMF to acknowledge the receipt of the response message. 

19. The SMF applies the user plane security configuration and installs KUP-GW at UP-GW.

20. UL/DL data transfer for the session is protected using KUP-GW.
Figure 5.8.4.Y.3-2 shows the key hierarchy for the above flows. In the key hierarchy, it is possible to have multiple copies of KUP_GW (and key derived from this) that represent the different keys used to protect the different UP slices. 
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Figure 5.8.4.Y.3-2 Key hierarchy with multiple slices protected using core network UP security 
5.8.4.Y.4
Roaming case

The roaming case is very similar to the non-roaming case. The main difference is that there may be user plane bearer that terminate in an UP-GW for the HPLMN. Protecting such bearers to the HPLMN would require a key in the HPLMN. An additional authentication run to create such a key could be avoided by leaving a key in the HPLMN when the NG-UE is authenticated in the roaming network. 
**** END OF CHANGES ****
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